Latvia’'s Emission Trading Registry
Termsof Use

Account Access information

1. Combination of Username and Password of the usesad to access the account in
Latvia’s Emission Trading Registry (ETR).

2. Account access password:

2.1 Account access password consist of at least am@&cter, which has to be a mix of
both alpha and numeric characters;

2.2 Account access password does not expire still basrto change its password at
least every 3 months;

2.3 Account access password can not repeat and itatagzonsist of elements that could
be easily associated with user (for example, natmmame, date of birth etc).

3. If the user can’'t or do not want to change its pasd by himself/herself, ETR

administrator can change the account access pasdaothis particular user only can be
changed by ETR administrator if the user calls EAt®inistrator and identify himself by
answering on several questions:

3.1 ETR administrator then sends the changed passwander’'s e-mail address that is
recorded in the particular user’s contact inforomin ETR;

3.2 In the e-mail ETR administrator stress out that U to change the password to
the password only he/she knows taking into accthmtrequirements of password
built.

4. Password issued to the user for the access to ET&uats is strictly personal and
confidential. Do not share with and make known ypassword to anyone including ETR
administrator, ETR Helpdesk or other user of patéicor other account in ETR.

5. If in any way You are asked to input Your accourtess credentials or the account
access information is asked with any other methmdmediately inform the ETR
administrator of this case by calling to ETR Helgkdphone.

6. If You have suspects that other person could obdaihad access to Your account
access information or have found out the usernamek @assword for Your account,

immediately contact the ETR administrator or, ise# You found out this information in

weekend, then send an e-mail to ETR Helpdesk aiacothe ETR administrator in the first
working day after the weekend.

7. You can change the account access password byeyour£ETR software (see user
manual of ETR

Technigue, machine and software security used to eess ETR

1. It is user’s responsibility to use the most advanaati-virus software and firewall
software and update it at least once a week, dsawelo the full and in depth scan using anti-
virus software at least once in two weeks.

! http://www.meteo.lv/upload file/SEG REGISTRS/ETReusnanual CR 01112009.pdf




2. Operating System (OS) and other software that stalled on the machine used to
access the ETR should be updated with the latestisepatches released by their software
developers.

3. Do not use links that You are received with e-nmiccess You account in ETR:
3.1. Do not open any attachments attached to those ls:mai

3.2. ETR administrator never sends an e-mail with tlgpest to input or submit Your
account’s access information;

3.3. ETR administrator never sends to ETR users e-mwlls order to or request to
download any particular software that as stateddnag used to access the ETR.

4. Open the attachements of e-mails with the inforomatf ETR but that is not sent by
ETR administrator only after careful consideratudrtheir source and content.

5. Never open any attachments with e.g. in Microsoibhd@ws a .com, .bat, .vbs, .wsh
or .exe extension on the filename.

6. If you have any cause for suspicion regarding kezkemails, contact the ETR
administrator and/or ETR Helpdesk.

7. Access to ETR with administrator’s credential océn be given only to the appointed
employees of the ETR maintaining company and offigial and licensed software can be
used to access the ETR.

8. Computer that is used to access the ETR with ETiRiradtrator’'s credentials has to
be secured as much as possible.

9. To access the account of ETR the computer, to wti@maccess is granted only in
user’s level not in administrator’s level, has @used.

10. On Your computer use the screensaver that will imecactive in 3 minutes since the
computer is not used.

11.  On Your computer set the option that in 5 minuiesesthe computer is not used the
standby mode is activated. Gain access to Your atenpafter the standby mode is
deactivated only by input of the password.

12. Never save the access information in the softwarapplication You are using to
access the ETR account.

13.  Avoid (using setup of PC BIOS) booting from CD/D\a4Dd/or USB devices. Protect
BIOS access with a reliable and strong passwokldbeve) different from the passwords
You are using for other applications in Your congout

14. Don't set Your computer as shared computer. Dousetshare function to connect to
ETR with several persons.

15. Do not use the computer You are accessing usingteegesktop function to access
the ETR.

16. Do not share with the information on Your compuyig. folders and/or printers) or
run servers (e.g. http(s), ftp, etc.) or fileshgrie.g. BitTorrent) in the computer Your are
using to access the ETR.

17. Do not connect to Your computer the USB devide thaton trusted and the is not
scanned with anti-virus software.



Reqistry information

1. Regularly check Latvia's ETR homepaggps://etrlv.lvgmc.lvwhere in front public
page the newest information of Latvia’'s and oth@mher states ETR activity as well as
security warnings and recommendation for usersildighed.

2. if ETR is not used for 5 minutes after the conrattio it, ETR session is closed. In
this case before You access the account repeatediypletely shut the used application or
browser and input the access credentials afterrMouhe browser afresh.

3. To access the ETR, always type the ETR addresstlgiiato the address box of your
browser.

4. When leaving Your work place or computer You arm@do access the ETR, always
before leaving logout from the ETR and close thgliaption or browser You were using for
the access.

5. When leaving the computer it is suggested to |eéwar computer on standby mode
that You can deactivate only typing the passwomirag

Reqgistry Helpdesk

1. ETR Helpdesk or ETR administrator send the e-nwauders of the accounts opened
in ETR only if there is necessity to inform immeeig users of possible or real threats using
ETR or to send out the warnings.

2. ETR Helpdesk send out the information of deadlinkes, example, of verified
emission submission or surrendering.

3. ETR Helpdesk e-mail addresdvetr.helpdesk@lvgmc.lv

4, ETR administrators e-mail addresses areJelena.Lazdane@Ivgmc.lv
Aiva.Puke@Ilvgmc.lv

5. If the e-mail is received from different e-mail adsls but it is stated that received
information concerns ETR or it is stated that thivrimation is sent fom ETR Helpdesk or
ETR administrators, immediately contact the ETR iatstrators bt phonet371 67032015

6. The working hours of ETR Helpdesk are — every wagkdays from 8:30 — 17:00
(Baltic state time) or 6:30 — 15:00 (GMT).




Transaction of allowances procedure

On 19th January 2011 due to several serious theémission allowances in different account of
Emission Trading Registries (ETR) European Commissook a decision to block all internal
and external transactions in all ETRs opened wirmssion Trading Scheme.

According to UN Framework Convention of Climate @ga Conference of Parties decision

24/CP.8 Annex paragraphs b and c, that states dhelt registry system shall implement

measures, including automated internal checks, nsure that data are protected against
unauthorized manipulation and that any change ta gaautomatically and securely recorded

using journaling and auditing functionality andaisure that it is protected against exposure to
security compromises, such as through viruses,dra@nd denial of service attacks, Latvia has
to implement higher level authentication mechanisms

Starting " March 2011 and until other higher level autheriize mechanisms will be
implemented in Latvia’s ETR, according to Europgaommission request, the option that
internal and external transactions are initiated proceeded only by Registry Administrator
within state limited liability company “Latvian Emenment, Geology and Meteorology Centre”
(LEGMC) is chosen as higher level authenticatiorcima@ism in Latvia. All users of Latvia’'s
ETR will be blocked and their status will be setRead Only”.

According to mentioned above, new procedure ofaaluce transaction is set in Latvia’'s ETR:

1. Latvia’'s ETR account holder or account contact @ersapproved trustee of account holder
submit an application of transaction of the alloa@sto Latvia’'s ETR administrator within
LEGMC (Annex):

2. Application can be submitted electronically or grgon:
2.1. Electronically:

2.1.1. Application has to be filled, signed and stampeu after that scanned application
has to be sent to Latvia’s ETR administrator aner€lService Department within
LEGMC to e-mail addressestelena.Lazdane@Ivgmc;hiva.Puke@lvgmc.ly
klientu.serviss@lvgmc.tv

2.1.2. Application has to be electronically signed witlgitil signature;

2.1.3. Latvia’s digital signature has to be used to etautally signed an application.
2.2. In paper:

2.2.1. application has to be approved — signed and stamped

2.2.2. if the submitter of application is not an accountder and / or accountlor 2'
contact person of the particular account, the proixthe account sLor 2 contact
person has to be submitted;

2.2.3. the application in paper has to be submitted to ME3dn person;

2.2.4. application has to be submitted to LEGMC by the esg@rson that is indicated as
initiator of the transaction in the application;

2.2.5. when the application is submitted to LEGMC the oesible personnel of the
Client Service Department verify the applicantsndty documents.

The electronic template of the application is ala# on the homepage of LEGMC.

The applicant of transaction has to take into antthe working hours of the Latvia’s ETR
administrators therefore the transactions havestplénned in advance.



State Limited Liability Company “Latvian Environme@&eology and Meteorology Centre”

Director Mr A. Leitass

(name of the company from what account transactitiroe proceeded)

(company’s address)

(company’s phone number, fax and e-mail address)

(VAT registration number)

Application

To proceed the transaction of the allowances fratvia's Emission Trading Registry

Applicant of the transaction of the allowances:

Name, Surname
Personal identity number
Identity document of applicamt

name, number

Position in the company or proky

Account name in Latvia's ETR

Account number in Latvia’s ETR

Information of preferable transaction:

Preferable date and time of the
transactiofy

Type of transferred allowances

Amount of transferred allowances

% This part has to be filled only if applicationtb allowances is submitted in person

% |t the applicant of transaction of the emissidowances is not the employee of the account holdorgpany the
proxy to represent the company has to be preses whbmitting of the application

* The working hours of Latvia’s ETR administratoes/a to be taken into account

®> EUA — European Union Allowances, CER or ERhttp://www.meteo.lv/public/29457.html




(signature of the applicant of transaction of theveances, its
transcription)

The certification of the SLor 2'¢ account contact person of the account from whattthnsaction
will be proceeded:

(signature of T or 2 account contact person, its transcription)

, 2011

® If the applicant of transaction of the allowanéesiot account holder or'or 2™ contact person of the particular
account from what the transaction will be proceedlee certification of thelor 2" contact person of the account
is necessary.

If the applicant of transaction of the allowancesatcount holder or®lor 2" contact person of the particular
account the part is not fulfilled.



